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Agenda

• About AARP and the Fraud Watch Network

• Fraud and older adults

• The journey to look at victim blaming in fraud

• A path forward

• Discussion
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AARP in Three Parts

• AARP Foundation
• AARP Services, Inc.
• AARP, Inc. our social mission work & home of 

the AARP Fraud Watch Network

Presenter Notes
Presentation Notes
LizA quick reminder about how AARP is structured - we’re divided into three parts:The AARP Foundation is where our charitable work sits, focused on economic security for older adults.AARP Services Inc is the for-profit entity that gets all the great deals and discounts for our nearly 38 million membersAnd AARP, Incorporated is where our social mission work sits, and it’s the home of the AARP Fraud Watch Network
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The Fraud Watch Network

aarp.org/fraudwatchnetwork 
 

Presenter Notes
Presentation Notes
LizThe AARP Fraud Watch Network is a free resource for all. Through consumer education at the local, state and national level and the resources on our website at aarp.org/fraudwatchnetwork, we help consumers proactively spot scams, feel more secure knowing that we advocate to protect them.On our website, consumers can access our free resources, such as The Perfect Scam podcast, a scam tracking map, and more than 80 tip sheets on the latest scams, as well as sign up for bi-weekly Watchdog Alerts.We run a fraud watch helpline, at 877-908-3360. You can call to report a scam, get help figuring out if something is or isn’t legitimate, and get help if you or a loved one has experienced a fraud encounter. Our trained fraud specialists helped nearly 100,000 callers last year. 

http://www.aarp.org/fraudwatchnetwork
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• Free to everyone
• Report a scam 
• Ask if something is legitimate
• Get help with fraud experience

1-877-908-3360
Mon-Fri
8 am – 8 pm Eastern

Fraud Watch Helpline

Presenter Notes
Presentation Notes
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Online Victim Support Program

1-hour free, virtual sessions

Empowering and supportive

Open to anyone of any age

Safe space to talk

www.aarp.org/fraudsupport 

Presenter Notes
Presentation Notes
Liz•In addition to the Helpline, we offer 1-hour, free, virtual support group sessions via Zoom. Collaboration between AARP and Volunteers of America. Addresses the emotional impact of fraud victimization, because often, it’s even more devastating than the financial losses. •Sessions are open to anyone across the country, of any age, to speak about their own personal fraud experience or what they are experiencing as a loved one supporting a fraud victim. And, you do not have to be an AARP member. •They are empowering, supportive sessions that lower stress rates and provide attendees with a safe space to talk about the emotional impact of fraud victimization. And the sessions help attendees to realize that they are not alone – and that this is NOT THEIR FAULT. •Visit www.aarp.org/fraudsupport to learn more and register securely. Right now, sessions are offered on Tuesday and Wednesday evenings and on Thursdays at noon. •Feedback from attendees is overwhelmingly positive – many of our participants have attended multiple sessions. 

http://www.aarp.org/fraudsupport
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Elder Financial 
Exploitation

Fraud

Impostor scams

Romance scams

Lottery scams

Identity fraud…

Embezzlement

Falsifying records
Coerced property 
transfers
Denial of access 
to assets

Fraud vs. Elder Financial Exploitation

Presenter Notes
Presentation Notes
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Scope of Fraud

• FTC: $9 billion (2022)

• FBI: $10.3 billion (cybercrime, 2022)

• Javelin: $43 billion (ID fraud, 2022) 2.4

3.5

6.1

9

2019 2020 2021 2022

Losses Reported to FTC         
in Billions
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A Myth Dispelled

Younger people lose money to fraud more often. 
      Older people lose so much more.

FTC, 2023

Presenter Notes
Presentation Notes
Older cohort: 70% of wealthSilent generation holds around 17%, Baby boomers control over 53%Gen X accounts for just over 25% Millennials 5%



10

On Victim Blaming: Where We Started

• Believed our society blames victims of financial fraud

• Wanted to study it, and determine why, and its impact

• Wanted to find examples of successful narrative change

Presenter Notes
Presentation Notes
Kathy
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Oh, that poor 
family

I’ll bake them 
a lasagna

Violent and Property Crimes: 
How We React

Presenter Notes
Presentation Notes
KathyWe feel empathy for the victim – whether someone got held up on the street at gunpoint, or their home was broken into. Of course we do – and the crime and the criminal are scary to us
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Financial Crimes: How We React

How could he fall for 
that??

You got duped by that?? It’s 
the oldest trick in the book!

You’d have to be an idiot…

How much money 
did you give them?

Presenter Notes
Presentation Notes
KathyWhen it’s a scam or fraud, we don’t think of the criminal or the crime first – we tend to lay blame at the feet of the victims.If we do think about the criminal, we often use positive words – cunning, shrewd, crafty
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How Scam Victims Talk About Themselves

I can’t believe I 
fell for this!

How could I be 
so stupid??

Presenter Notes
Presentation Notes
Kathy
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Ripped from the Headlines

Vermont woman duped out of life savings
 
“I feel so stupid”: senior scammed out of her life 
savings through government impersonation

Elderly North Hills woman duped of $49,000 in phone 
scam…
 

Presenter Notes
Presentation Notes
KathySUSPECT BUSTED – CRIMINALROBBING A MAN – CRIMEWOMAN BILKED – VICTIMWHERE’S THE CRIME OR THE CRIMINAL?
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The Criminal’s Playbook

Hijack our brains
Heightened emotions block logical thinking

fear, excitement, panic, new love…

THE ETHER
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The Criminal’s Playbook

Unexpected Contact

Yields High Emotion

Urgency

EVADES 
LOGIC

SUCCESS

(It’s not the victim’s fault)
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The Illusion of Invincibility

• I’d never fall for that

• Only happens to ‘old’ people
• Victim should have known 

better

Presenter Notes
Presentation Notes
KathyBeing able to put the fault on the victim gives us the illusion of invincibility.
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• Billions of dollars lost, with little chance of restitution

• Nearly 2/3 of victims report experiencing at least one 
serious health or emotional impact

• Thousands die by suicide

The All Too Human Toll

Presenter Notes
Presentation Notes
Kathy
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2022 Study

• Lit review, media/entertainment scan, 
social media scrape, review of narrative 
change case studies

• Deep session with 30 experts

• Qualitative interviews, quantitative 
survey

Presenter Notes
Presentation Notes
KathySuicideRapeMental illness
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Societal Opinions on Fraud

Victims are 
Blameworthy

53%

Can Happen to Anyone

85%
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Drivers of Blame

→ Attribution bias

→ Just world theory

→ Rugged individualism

Presenter Notes
Presentation Notes
KathySo we see how blaming fraud victims shows up in our society. We wanted to look at the why behind it…Attribution bias – something about the victim led to victimization – not tech savvy, cognitive decline, too nice to hang up….Just world – the world is mostly a good place and people get what’s coming to themRugged individualismIn the end, if we can cast blame on the victim , we allow our own selves to feel invincible to fraud – I’m not like that victim – can’t ever happen to me.
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Dimensions of Blaming

Close proximity       

Financial institutions, criminal 
justice system    

General public, news, social media, 
entertainment       
      

Shame 

Deprioritize 

Dehumanize 

Presenter Notes
Presentation Notes
In each dimension the focus is on the victim’s actions and not on the criminal and the crimeInterpersonal – self blame; inadvertent shaming by family and friends Institutional – law enforcement  where police officers are often unaware that fraud is actually a crime and where the FBI tends to look at fraud as these single offenses rather than tie them together and go after them as ‘enterprise’ crimes, like human trafficking and drug operations;  the judicial system where often there’s not a big desire to take these cases to court; and financial institutions – with varying ability to detect and block suspicious transactions, differing protocols on how to respond when an account holder is defrauded, Societal – the public casts judgment in the “that would never happen to me” way + ageist assumptions that the older victim isn’t tech savvy or is experiencing cognitive decline, media with headlines that focus on the victim not knowing something or not doing something right, to movies that show scammers as the keen and stealthy hero.
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Yes, We Blame. 
(But we don’t really mean it.)

• Less about true sentiment than the words 
we use and practices we embrace

• Rooted in cultural values, driven by issues 
we can address – but how?

Presenter Notes
Presentation Notes
Kathy
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Flipping the Narrative

What if we said: 

“Falling victim is not your fault. It's the fault of the 
criminal who perpetrated this crime. I am sorry you’ve 
had to endure this.”

Presenter Notes
Presentation Notes
LizKnowing this – let's talk about how we can all move forward together.First, let’s flip the narrative. (read what’s on screen)
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Reframe with Our Words

Instead of this:

You got scammed.

How could you fall for that?

Duped, Swindled, Tricked…

Implies blame; 
Inspires shame

Say this:

It’s not your fault.

Scammers are good at what they 
do; you experienced a crime.

Shows empathy; 
Empowers victim

Presenter Notes
Presentation Notes
LizWe want all of us to reframe with words that show empathy and empowers victims (read left to right)
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Focus on the Criminal and the Crime

• Fraudster
• Scammer
• Con artist

• She gave him her money.

• Criminal
• Perpetrator

• A criminal stole her money.
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The Path Forward

Choose 
words with 
intention

Support 
victims

Broaden 
portrayals

Humanize 
through 

storytelling

Go after 
the 

criminals

Presenter Notes
Presentation Notes
KathyWe need more support programs to help fraud victims understand that it wasn’t their fault; help them understand that these crimes are often played out by organized crime rings who are well-positioned to succeed in their criminal actsLet’s embrace that people of all ages experience fraud and not portray victims in ways that suggest that aspects of the person related to their age is the reason for the victimizationAnd for folks like us who are seeking to educate to protect people from fraud, we need to look at our own practices, and find ways to humanize fraud victims by storytellingAnd, most importantly, and perhaps what all this work could lead to – is to prioritize fraud as the crime it is and marshal law enforcement and the criminal justice system to seek an end to the multi-billion-dollar fraud industryThat could mean laws and regulations that better protect consumers from the fraud threat, or it could mean funding for law enforcement to attack this issue head on
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Potential Real-World Outcomes

• More reporting

• Family relationships protected

• Police take it seriously

• Prosecutors take more cases

• Policymakers act

• Billions stay in our economy

Presenter Notes
Presentation Notes
KathyFraud victims deserve empathy and respect rather than scorn and humiliation. Instead of crumbling from humiliation, they will get angry and take action – and more of these crimes will be reported.Families won’t see their victim parent as a “fool” and will thus protect the relationship.Police may be more inclined to take a complaint—even pursue the case—rather than claim it’s a civil matter.Prosecutors might respect the impact of financial crime on older adults and might take on more cases.Policymakers might get that fraud victims aren’t stupid or addled, and they’d do more to address the scourge—maybe even find a means of restitution.
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Be the Change

• It begins with each of us 

• Encourage different word choices 

• Use words that acknowledge the playbook and the criminal

• Respond to victims with empathy and concern 

• Report 

Presenter Notes
Presentation Notes
LizChange begins with each of us. Please look closely at how you – and others – talk about fraud victimization, and change the words you use, if needed.Emphasize that scams are crimes and that they are NOT the victim’s fault. The AARP/FINRA Investor Education Foundation survey mentioned earlier found that while most (85 percent) Americans believe fraud can happen to anyone, 53 percent identify victims as culpable and blameworthy.Use words that acknowledge the crime and the sophistication of the criminal. And encourage victims to report to law enforcement. The survey found that nearly half — 47 percent — of respondents think that reporting a scam is a lost cause. 
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Straight from a Victim
“By this time, you have received the fax of the check. What you don't know is my life. I was a 
daughter, a wife and a mother. I grew up in Lockport Ill. My father was a factory worker, and my mother 
was a nurse.  We were happy but certainly not rich.... I was the bright shining star. Graduated SIU in education. Met my husband and 

married in 1974.  Solid  man. Became a Compliance Man for his company. My husband and I were the 
power couple. We were respected in our companies. This was my life. Now 
I see disappointment in my children's eyes. They see me as the 
person who gave away our family money. What you need to know is I am a person. I 
seriously contemplated suicide during this mess. I was devastated. 
Please remember I am a person who failed her children and that is 
what hurts me the most.”

Presenter Notes
Presentation Notes
Kathy
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